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SK at scale
4m+ end-users
1000+ relying parties Essential service provider
2.5bn transactions/year Vital service provider

1 transaction per user/day
33+ countries




Risk Management -
normative requirements
for QTSP issuing qualified
certificates of electronic
signature

CIR (EU) 2025/2530 requirements for QTSP-s -
art 2, annex (1)

CIR (EU) 2025/2160 - requirements and
reference standards for non-qualified TSP-s -
art 2-4

elDAS art 24 2 (fa)

Estonian implementation law (draft of change),

§7

CIR (EU) 2025/1943 reference standards for
QTSP-s

NIS2 directive

Cybersecurity Act (EE), § 7

CIR (EU) 2024/2690 - art 2, annex clause 2.1

Implementation act about security measures
(EE) 85

Managing requirements starts competing with managing risk?

{ ETSI EN 319 401, clause 5

{ ETSIEN 319 411-2/1, clause 6.4

ISO/IEC 27001, 4-10

Compliance Complexity # 1



B oo eIDAS Dashboard [ euton |

Business, Economy, Euro

.1 i= TRUST SERVICES DISCOVER  BROWSE THE EIDAS LISTS ¥  BROWSE THE OTHER LISTS ¥  INTERNATIONAL INITIATIVE

Home / Trust Services / Browse the elDAS Lists / QSCDs / SSCDs

Qualified Signature/Seal Creation Devices and Secure Signhature Creation
Devices

. Pursuant to Art.31(2) and Art.39(3) of the EUDI Framework, this page makes available:
List of QSCDs

= The QSigCDs as defined in Art.3(23) of Regulation (EU) No 910/2014 on electronic identification and trust services for electronic
transactions in the internal market, as amended by Directive (EU) 20222555 and Regulation (EU) 2024/1183 of the European Parliament
Smart-lD Securezone' VerSion 10,3,5 and 10*3*7 and of the Council of 11 April 2024 amending Regulation (EU) No 910/2014 as regards establishing the European Digital Identity
Framework (EUDI Framework);
= The QSealCDs as defined in Art.3(32) of the EUDI Framework; and
= The SSCDs benefiting from the transitional measure set in Article 51(1) of the EUDI Framework.

Smart-ID SecureZone, version 11.5.23 The section QSCDs' certification reports notified under the updated format (since November 2025) contains the QSigCDs and QSealCDs
notified under new the format defined in CIR (EU) 2025/1570.

For history purposes, the section QSCDs and SSCDs notified under the previous format (until November 2025) contains the QSigCDs,
QSealCDs and SSCDs notified under the previous format.

These devices are listed under the country where the issuer of the designation report (or 'designated certification body') is established. Some
devices may, therefore, be listed under a country that is different from the country where they are actually used.

Disclaimer: The European Commission maintains this list only as an informative tool. Our goal is to keep this information timely and accurate,
based on information notified by the Member States. If errors are brought to our attention, we will try to correct them. However, the Commission
accepts no responsibility or liability whatsoever with regard to the content or completeness of the list.

Ecosystem Dependencies

Accountability stays with the QTSP, but controlis increasingly shared.




“..Google Threat Intelligence Group (GTIG) has
observed that the mean time to exploit (TTE) for
vulnerabilities has continually decreased from
63 days in 2018 to -1 day in 2024 and further
downward to an estimated -7 days in 2025. ”

Google's M-Trends 2026 report,

Threat-Assurance Asymmetry #3

Al accelerates threat evolution. QTSP response and new
capabilities through controlled and assessable change.


https://cloud.google.com/blog/topics/threat-intelligence/m-trends-2026/
https://cloud.google.com/blog/topics/threat-intelligence/m-trends-2026/
https://cloud.google.com/blog/topics/threat-intelligence/m-trends-2026/

Do you carry out penetration tests
on your information system? If so,
how often and what types of PT?

Do you carry out business
continuity tests?
u have business
y/recovery plansin
place?

Do you carry out business
continuity tests?

Do you carry out business
continuity tests?

Do you have business
continuity/recovery plansin

place? Do you have risk management and
internal control processes, incl
incident management process in
place?

Any internal/or external audits
conducted in last 2 years? Any
critical findings? Please provide
reports.

In the Assurance Loop #4

Assurance established under eIDAS framework is not always
recognised or reusable across other regulatory frameworks



Beyond the Checklist
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Continuous risk Risk-based and Better alignment and
management and proportionate recognition of
flexibility to change assurance across
respond management regulatory frameworks

to emerging risks
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Thank you!

Katrin Laas-Mikko
Head of Risk and Compliance Governance
Katrin.laas-mikko@skidsolutions.eu
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